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medical authority, or other representa-
tive in connection with a personnel se-
curity or trustworthiness determina-
tion;

(4) Personal conduct or concealment
of information that may increase an
individual’s vulnerability to coercion,
exploitation, or duties, such as engag-
ing in activities which, if known, may
affect the person’s personal, profes-
sional, or community standing or
render the person susceptible to black-
mail;

(5) A pattern of dishonesty or rule
violations, including violation of any
written or recorded agreement made
between the individual and the agency;

(6) Association with persons involved
in criminal activity.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The informa-
tion was unsubstantiated or not perti-
nent to a determination of judgment,
trustworthiness, or reliability;

(2) The falsification was an isolated
incident, was not recent, and the indi-
vidual has subsequently provided cor-
rect information voluntarily;

(3) The individual made prompt, good
faith efforts to correct the falsification
before being confronted with the facts;

(4) Omission of material facts was
caused or significantly contributed to
by improper or inadequate advice of
authorized personnel, and the pre-
viously omitted information was
promptly and fully provided;

(5) The individual has taken positive
steps to significantly reduce or elimi-
nate vulnerability to coercion, exploi-
tation, or duress;

(6) A refusal to cooperate was based
on advice from legal counsel or other
officials that the individual was not re-
quired to comply with security proc-
essing requirements and, upon being
made aware of the requirement, fully
and truthfully provided the requested
information;

(7) Association with persons involved
in criminal activities has ceased.

§147.8 Guideline F—Financial consid-
erations.

(a) The concern. An individual who is
financially overextended is at risk of
having to engage in illegal acts to gen-
erate funds. Unexplained affluence is
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often linked to proceeds from finan-
cially profitable criminal acts.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) A history of not meeting fi-
nancial obligations;

(2) Deceptive or illegal financial
practices such as embezzlement, em-
ployee theft, check fraud, income tax
evasion, expense account fraud, filing
deceptive loan statements, and other
intentional financial breaches of trust;

(3) Inability or unwillingness to sat-
isfy debts;

(4) Unexplained affluence;

(5) Financial problems that are
linked to gambling, drug abuse, alco-
holism, or other issues of security con-
cern.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The behavior
was not recent;

(2) It was an isolated incident;

(3) The conditions that resulted in
the behavior were largely beyond the
person’s control (e.g., loss of employ-
ment, a business downtrun, unexpected
medical emergency, or a death, divorce
or separation);

(4) The person has received or is re-
ceiving counseling for the problem and
there are clear indications that the
problem is being resolved or is under
control;

(5) The affluence resulted from a
legal source;

(6) The individual initiated a good-
faith effort to repay overdue creditors
or otherwise resolve debts.

§147.9 Guideline G—Alcohol consump-
tion.

(@) The concern. Excessive alcohol
consumption often leads to the exercise
of questionable judgment,
unreliability, failure to control im-
pulses, and increases the risk of unau-
thorized disclosure of classified infor-
mation due to carelessness.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Alcohol-related incidents
away from work, such as driving while
under the influence, fighting, child or
spouse abuse, or other criminal inci-
dents related to alcohol use;

(2) Alcohol-related incidents at work,
such as reporting for work or duty in
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